Data Center Layer3 Managed Switch D P L l_anI)r‘aS

Kommytatop OPL-SWM3-DC100G0224

Ynpasnaembii ypoBHsa L3 24x10GE SFP+, 2x100GE QSFP28
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OnucaHue

OPL-SWM3-DC100G0224 - 3TO BbICOKOMNPOU3BOAUTENbHbIN KOMMYTAaTOpP HOBOIO MOKOJEHMA C MOJHbIM YyNpaBAeHUeM
10G L3, npesHasHaueHHbI ANA 061a4HbIX BbIYMCAEHWUI, LEeHTPOB 06paboTKM AaHHbIX U BbICOKOMPOU3BOAUTENBHbIX
KaMnyCHbIX ceTei. B Hem npumeHeHa nepenoBas annapaTHaA apxuTekTypa, obecrneuyMBalolLlan CaMyt0 BbICOKYIO B
OTpac/u NPOU3BOAUTENIbHOCTb KOMMYTALMM U LUIMPOKME BO3MOMKHOCTN 06CNYXKMBAHUA LLEHTPOB 06paboTKM AaHHbIX.

YT106bI YAOBNETBOPUTL NOTPEOHOCTU B 0ObEAMHEHUMN CETEBbIX PECYPCOB LLEHTPOB 06PabOoTKM AaHHbIX ANA 061auHbIX
BbluMcieHnin, OPL-SWM3-DC100G0224 npeanaraet ¢yHkumio BupTyanmsaumm VSS (Virtual Switching System) wu
B3aumogelicteyeT ¢ data center core switch ana obecneyenus pgoctyna K 15 000+ 10 rurabutHbiM cepBepam,
npeaoCcTaBnAA KOMIMJIEKCHOE CeTeBOe peLleHne A1A cBepXb0o/blumX LLeHTPOB 06paboTKM AaHHbIX.

OPL-SWM3-DC100G0224 ocHalleH OnepaumoHHOM CUCTEMOM HOBOro MOKOoNeHWsA, obnagatolleit He3aBUCUMbIMU
npaBamu WMHTeNNeKTyaslbHON cobcTBeHHOCTM Lanbras. Ha ocHoBe npefocTaBNeHUA BbICOKOMPOU3BOAMUTENbHbIX YCAYT
BbICOKOCKOPOCTHOM KommyTauun L2/13/L4, OPL-SWM3-DC100G0224 f0NOAHUTENBHO UHTETPUPYET PasINYHbIE CETEBbIE
cepBucbl, TakuMe Kak IPv6, aHanu3 Tpadmka u BupTyanusauma. CoyeTas B cebe HenpepbiBHOE OOHOBNEHWE,
b6ecnepeboitHyto nepeagpecalmio, NNaBHbIA Mepe3anyck, 3aWuTy OT U3ObITOYHOCTM WM ApYyrMe BbICOKOHAAENKHblEe
TEXHOJIOTMM LLEHTPOB 06PaboTKM AaHHbIX, OH 0becneynBaeT MakCMMasibHO ANUTENbHYO becrnepeboiHyto ceTeByHo CBA3b.
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OPL-SWM3-DC100G0224 ocHOBaH Ha nepenosoii KoHuenuuu "GreenTouch" u BeayLei B oTpacan sHeprocbeperatoLlei
TexHonormm "Smart@CHIP", KoTopasa ABAAETCA HU3KOYrNepoaUCTON U 3KONOTMYECKU YNCTON, 3OPEKTUBHO CHUMKAET
3KCMJlyaTaluMOHHbIE PAacxoabl LLeHTpa 06paboTKM AaHHbIX M 0becneynBaeT 3KOOTMYHOE U YCTOMUYMBOE Pa3BUTUE CETU.

XapaKTepucTuku

YcoBepLIeHCTBOBaHHbIN AU3aiiH annapaTHOM apXMTEKTYPbl U IMAUPYIOLLME BbIUMCIUTENbHbIE MOLLHOCTU CETHU.
OcHallleH BbICOKOMPOW3BOAMTENbHbIMU MUKpocxemamu ASIC-KOMMYTaLMM M MHOroSAepPHbIMU MPOLECCopamMu,
noAfepX1BaeT CKopPoCTb KommyTaumun 4o 880 M6UT / ¢, YTo cooTBeTCTBYET TPeboBaHUAM LLeHTPOB 06PaboTKMN AaHHbIX K
BbICOKOW NMPOU3BOAUTENbHOCTU, HONbLLION EMKOCTU, BbICOKOW MAOTHOCTM U BO3MOMHOCTU pacLUMpeHus.

Moanep:KMBaeT nepeknoveHe mexay pexumamm front-back u back-front n aBTomatuyeckyo perynanposky
CKOPOCTU BPaLLEHUA BEHTUNATOPA

LLinpokure 6M3HEC-BO3MONKHOCTU LieHTpa 06paboTKM AaHHbIX

VSS (cuctema BUPTYanbHbIX KOMMYTAaTOPOB)

MNopaeprkmBaet VSS, KOTOpas MO3BOMSET /IOMMYECKM OOBbEAMHUTb HECKOIbKO PU3MYECKUX YCTPOMCTB B OOHO.
BupTyanmsnpoBaHHaa cucTeMa MNPEBOCXOAWUT HesaBMcMmoe ¢u3MYeckoe YCTPOWCTBO MO  MPOWM3BOAUTENBHOCTM,
HaZEeXHOCTH, TMOKOCTU 1 yNpaB/ieHuto.

YABOEHHasa MpPOU3BOAMUTENBHOCTb: BUpPTyannsmMpoBaHHas cucTema Hawaydylwum o6pasom MCNosb3yeT Kaxaoe
coegMHeHMe B yCTPOICTBE U No3BoAsET U3beraTb 610KMPOoBKKN STP-coenHeHuUs.

Bbicokasa HageHocTb: OCHOBAHHbLIA Ha MNepefoBOM TEXHOMOMMM pacnpefeneHHoOn 06paboTKM AaHHbIX U
adpPeKTMBHON GYHKUMM 06BbeaMHEHMA KaHaANoB CBA3N mexay dusmyecknmmn yctpoiicteamum, OPL-SWM3-DC100G0224
obecneymBaeT HeNpPepbIBHYI MapLlIpyTM3aLmMio ypoBHA 3 W no3sonseT u3bexatb cboeB B paboTe, BbI3BAHHbIX
oTAENbHBIMU TOYKaMM €605, YTO 3HAYUTENIbHO MOBbILAET HALEKHOCTb BUPTYa/IbHOW CUCTEMDI.

MMBKocTb: Bnarogaps cepBUCYy BMPTYasibHbIX KJACTEPOB PACCTOAHWE MEXIAY CMCTEMaMW BUPTYasbHbIX KJacTepos
MOXKeT 6bITb yBenuyeHo Ao 80 Km, 4YTO NO3BO/AET NpPeofosneTb reorpaduyeckne orpaHuMYeHus TPaLULMOHHOM
TEXHONOMMM KNacTepmsaLmm.

MpocToe ynpasneHue: Bcs BUpTyanbHas cuctema peanunsyeT eauHblii IP-agpec ana yHUULMPOBAHHOMO ynpasaeHus
M yNpoLLaeT ynpas/ieHne CETEBbIMU YCTPOWCTBAMM U CETEBOW TOMO/IOTUEN.

BblCOKasA HaAeXHOCTb LieHTpa 06paboTKM AaHHbIX

Based on the HPS (Hitless Protection System), the key power supply system adopts a redundant design, modularized
and hot-swappable, and supports seamless switching in case of failure without interrupting business.

Supports redundancy protection mechanism such as STP/RSTP/MSTP protocol, VRRP protocol, ring network
protection, dual uplink active/standby link protection and LACP link aggregation.

Supports ISSU (In-Service Software Upgrade) and GR (Graceful Restart), guaranteeing the user data non-stop
forwarding when the system is upgrading.

(V]Supports BFD and realizes fault detection and service recovery in seconds through linking with layer-2 or layer-3
protocol.

OPL-SWM3-DC100G0224 has perfect Ethernet OAM, 802.3ah and 802.1ag, which can real-time monitor the network
operating state and rapidly locate the malfunction.

High Reliability (99.999%): MTTR of OPL-SWM3-DC100G0224 is 50ms, meeting the requirement of the carrier-level
service.

KomnnekcHoe OGCHY)KMBaHMe

MoanepXuUBaeT MOMHLIA NPOTOKOA MHOFO3aApPEeCcHON MapLIpyTU3aUMK YPOBHA 2 M yPOBHA 3 W yaosneTBopsAeT
TpeboBaHUAM goctyna K IPTV, mynbtutepmuHansHoMmy HD-BugeomoHntTopuHry nu HD-enageokoHdepeHuuam.
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MoaaepKMBaeT NOJMHbIA MPOTOKOA MapLpyTM3aummn 3-ro ypoBHA U CBEpPXBOAbLUYH0 MPOMYCKHYO CNOCOBHOCTb
TabAMLbl MapLpyTU3aLMK, YTO AeNaeT AOCTYNHbIMU CBEPXBObLUNE CETU LeHTPoB 06paboTKM AaHHbIX, CETU Kammnycos,
KopnopaTuBHble CETU N OTPac/eBble YacTHbIe CETU.

KomnnekcHble peweHus gna IPve

MoafepKnBaeT ceMelcTBO NPoToKonoB IPv6, obHapy»KeHue coceaeit IPv6, ICMPv6, obHapykeHne MTU nytu u
DHCPv6.

MNoapepusaeT Ping Ha ocHoBe IPv6, Traceroute, Telnet, SSH, ACL, yaosnetsopsas noTpebHOCTU B ynpasieHUn
ceTeBbIM 0b6opyaoBaHMem IPv6 1 KOHTpoEe 06CaYKUBAHUA.

MoaaepKMBaET XapaKTEPUCTUKM MHOToaApecHoi paccbliku IPv6, Bkatoyaa MLD, otchexknsaHme MLD 1 npoToKonbl
MapLpyTM3aumnm yposHa 3 IPv6, BKAtoYaA cTatnyeckyto mapwpyTtunsaugmio IPv6, RIPng, OSPFv3 n BGP4+.

MoaaepunBaeT TexHonornm npeobpasosaHua IPv4 B IPv6, BKAtoYasA pyvyHoOM TyHHeNb IPV6, aBTOMaTUYECKUIA TYHHENDb,
TyHHenb IPv6 B IPv4 n TyHHenb ISATAP.

Bceob6bemniowme mexaHuambl obecneyeHus 6esonacHocTu

3almTa Ha YPOBHE YCTPOICTBA: UCMONb3YET NepesoBylo annapaTHYO apXMTEKTYPY, peann3ytoLyio nepapxmyeckoe
NAaHMPOBAHME M 3aLLMUTY NAKETOB; obecneynBaeT MHOXKecTBo Mep H6esonacHocTn ana 3awmTbl oT DoS, TCP SYN Flood,
UDP Flood, wwupokoBewaTtenbHoro wrtopma, bonbworo Tpadmka M Apyrux aTak; NoAfepKUMBaeT ynpasneHue
NOSIHOMOYMAMM KOMAHAHOM CTPOKM Ha OCHOBE YPOBHEW NO/Ib30BaTeNeN.

KomnneKcHbI mexaHU3m ayTeHTUOUKALMK € TOUKM 3peHnA Be3onacHOCTU: COOTBETCTBYeET cTaHaapTam |IEEE 802.1x,
Radius, TACACS+.

YcoBepLIeHCTBOBAHHbIA MEXaHU3M 3aluTbl CepBuca: NOoAJEPKMBAET ayTeHTUPUKALMIO C MomMoLblo OBbIMHOTO
TeKcTa uan MD5 cooTBeTCTBYOLLEro NPoToKoNa MaplupyTm3laumm; URRF ana sdpdeKTMBHOro KOHTPONA HeneranbHOro
6usHeca; DPI (Mnybokaa npoBepka naketoB) M ([Nybokasa ¢unbTpauma naketoB) ans 3¢pPeKTMBHOM M30NALUU

HenerasbHbIX NaKeToB AaHHbIX N NOBbIWEHNA 6€30MacHOCTM CETEBOM CUCTEMDI..

MHHOBAaLUMOHHbIN 3KONOrMYHbI An3aiiH

OPL-SWM3-DC100G0224 yHacnepoBan nepenosyto  KoHuenuuio “"GreenTouch", 3sHeprocbeperatowyo wu
3KO/I0TUYHYIO.

UHTenneKktTyanbHada cuctema ynpasneHuna nutaHmem: OPL-SWM3-DC100G0224 vcnonb3yeT ycoBepLIeHCTBOBAHHYIO
APXUTEKTYPY 3SHEProcucTembl, KOTOpas NO3BOAAET peann3oBaTb GYHKUMKM 3GEKTUBHOrO MepekNoYeHUA NUTaHus,
YaCTHOTO MOHWUTOPWMHIA 3HepronoTpebseHns, MNAaBHOTO MNycKa, MOHUTOPUHIA B PEXMME pPeasbHOro BPeMEHMU,
WHTENNEKTyaNbHOM HAaCTPOMKU U SHeprocbepeeHus.

UHTennektyanbHaa cucrema ynpasneHua seHtunatopom: OPL-SWM3-DC100G0224 ocHaleH UHTeNNeKTyalbHbIM
BEHTUNATOPOM W NOALEPKMBAET NEPEKIOYEHNE MEXKAY pexnumamm "cnepeam-Hasag" u "csagm-cnepean”, a Takxke
ABTOMATMYECKYHO PEryIMPOBKY CKOPOCTU BPALLLEHUA BEHTUAATOPA.

MopaepxmBaeT apdeKkTMBHLIN Ethernet n cootBeTcTBYET MexkayHapoaHomy ctaHaapTy |IEEE 802.3az.

Cneundukauma
Iltem OPL-SWM3-DC100G0224
Switching Capacity 880Gbps
Forwarding 660Mpps
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Fan
Ports
Dimensions (W*D*H)

Power Supply

Environment

Data Center Features

MAC Switching

VLAN

STP

Multicast

IPv4

IPv6

MPLS

QoS

4 (built-in)

24-Port 10G SFP+
2-Port 100G QSFP28

442.5*%300*44.5mm

AC: 100V-240V, 50Hz +10%

DC: -36V~-72V

Operating temperature/humidity: -10 C  -50 C , 10%-90% non-
condensing

Storage temperature/humidity: -20°C-70°C; 5%-95% non-condensing
VSS

Static configuration and dynamic MAC learning
MAC browsing and removal

Configurable aging time of the MAC address
Limited number of learnable MAC addresses
MAC filtration

Black-hole MAC list

IEEE 802.1AE MacSec

4K VLAN IDs

GVRP

1:1 and N:1 VLAN Mapping

QinQ and selective QinQ

Private VLAN

802.1d STP, 802.1w RSTP, 802.1s MSTP
BPDU protection, root protection and ring protection
IGMP v1/v2c/v3

IGMP Snooping

IGMP Fast Leave

Multicast group policy and multicast number limit
MVR

PIM-SM, PIM-DM

Static routing, RIP v1/v2, OSPF, BGP

Policy Based Routing(PBR)

ECMP

BFD for OSPF, BGP

ICMPv6, DHCPV6, ACLV6 and IPv6 Telnet
IPv6 neighbor discovery

Path MTU discovery

MLD v1/v2

MLD snooping

IPv6 Static Routing, RIPng, OSPFv3, BGP4+
Manual tunnel, ISATAP tunnel, 6-to-4 tunnel

MCE (Multi-VRF)

Traffic classification of port/L2~4 protocol headers
CAR traffic control
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OPL Lanbras

Security Features

Reliability

Management

Energy Saving

802.1P/DSCP priority mapping and remark

Multiple queuing algorithms such as SP, WRR or SP+WRR
Tail-Drop, WRED

Traffic supervision and traffic shaping

Ingress and Egress ACL, supports matching L2, L3, L4 and IP quintuples,
and performs replication, forwarding and discarding

Hash same-source and same-destination load balancing to ensure session
integrity of traffic output

Hash-based load balancing algorithm to ensure session integrity
L2~L4 ACL flow identification and filtering security mechanism
DDoS attack prevention, TCP-SYN/UDP Flood attack prevention
Suppression of multicast, broadcast, and unknown unicast packets
Port isolation

Port Security, IP+MAC+port binding

DHCP Snooping, DHCP Option 82

IEEE 802.1x authentication

Radius, BDTacacs+

URPF

Command line hierarchical protection

Power 1+1 backup

Static/LACP link aggregation

EAPS, ERPS

HSRP, VRRP

GR for OSPF and BGP

BFD for OSPF and BGP

ISSU

Console, Telnet, SSH 2.0

Zero Touch Provisioning (ZTP)

Web-GUI

SNMP v1/v2c/v3

FTP/TFTP/SFTP

Syslog

RMON

sFLOW

|IEEE 802.3az

www.opatov.by



Data Center Layer3 Managed Switch
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MHdopmauma ana 3aKasa

Moaenb NO

KommyTtaTtop OPL-SWM3-DC100G0224-2AD
(Stackable)

https://www.lanaotek.com

OnucaHue

Ethernet Routing Switch with 24x10GE SFP+ ports, 2x40/100GE
QSFP28 ports

(2 power slots, dual AC-220 power supplies; 4 fans; 1U, 19-
inch rack-mounted installation)
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Specifications & design are subject to change without prior notice.

For more details, please email to info@lanaotek.com. Copyright©2023 lanaotek.com All Rights Reserved
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